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First described in 1991 by a group of researchers, blockchains are, as the name
suggests, chains of blocks that contain information with the purpose to
timestamp digital documents so as to prevent their backdating and tampering.
Despite its initial description in the early 90s, this technology went mostly unused
up until 2009 when it was adopted by Satoshi Nakamoto in the creation of the
digital cryptocurrency Bitcoin.

A Blockchain is therefore a distributed ledger that is completely open to anyone,
which, however, unlike other information storage technologies, presents a
particular property: once some data has been encrypted inside a block, it
becomes incredibly difficult to modify it. To better understand their functioning,
we give a more in-depth look at what a blockchain looks like, starting from the
three elements that are contained in each block: data, a hash, and the hash of
the previous block. The data that is stored inside a block may vary according to
the type of blockchain in question. In the case of Bitcoin, the data consists of the
identifying details of the monetary transactions, such as the sender’s identity, the
receiver's identity, and the amount of money in question.

Hashes are the identifying serial numbers of a block and are thus extremely
important when it comes to distinguishing one block from another. They act as a
form of a digital fingerprint for each unit and are generated at the moment in
which the block is created. Any modifications to the block will lead to a necessary
modification of its hash as well. The peculiar characteristic of blockchain that
makes this system so secure lies in the inclusion of the previous block's hash in
each block. This mechanism effectively creates a chain of blocks that requires
the tampering of all previous blocks before being able to tamper with a unit
further along in the blockchain.
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The use of hashes however is often not enough to prevent tampering. With the
development of increasingly more advanced technologies, computers nowadays
can calculate hundreds of thousands of hashes per second, thus allowing third
parties to potentially modify block units along the chain, without making the rest
of the sequence invalid. To mitigate this issue, blockchains rely on a second
mechanism called ‘proof of work’, which has the purpose of slowing down the
creation of new blocks. In our Bitcoin example above, it takes approximately 10
minutes to calculate the required proof of work before adding a new block to the
chain. Furthermore, it is this second property, along with the use of creative
hashing, which effectively makes blockchains increasingly difficult to tamper
with, as the modification of one block will require the recalculation of the proof of
work for all the blocks to follow.

The use of hashes however is often not enough to prevent tampering. With the
development of increasingly more advanced technologies, computers nowadays
can calculate hundreds of thousands of hashes per second, thus allowing third
parties to potentially modify block units along the chain, without making the rest
of the sequence invalid. To mitigate this issue, blockchains rely on a second
mechanism called ‘proof of work’, which has the purpose of slowing down the
creation of new blocks. In our Bitcoin example above, it takes approximately 10
minutes to calculate the required proof of work before adding a new block to the
chain. Furthermore, it is this second property, along with the use of creative
hashing, which effectively makes blockchains increasingly difficult to tamper
with, as the modification of one block will require the recalculation of the proof of
work for all the blocks to follow.

Lastly, there is one more way in which blockchains secure themselves, that is, by
being distributed. Rather than relying on a single central entity to manage the
chain, blockchains use a peer-to-peer (P2P) network in which everyone is
allowed to join. When someone joins the network, he is granted a full copy of the 
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blockchain, which he may use to verify that all data and hashes are still in order.
These people are also called ‘nodes’ and are effectively the custodians of the
blockchain. Their job is to work together to form the governing infrastructure of a
blockchain.
To better understand, we look at what happens when a new block is created by
someone. After its generation, the unit is sent to every node in the network which
then verifies the block to make sure that it has not been tampered with. In case
of validity, all participants add the block to their blockchain. All approval notes
from the network’s nodes create consensus, that is, mutual recognition as to
which blocks are valid and which are not. Blocks that have been tampered with
will be rejected by other participants in the network. In brief, to effectively
tamper with a blockchain one must first alter all blocks in the chain, second
recalculate the proof of work for all units, and third take control of more than
50% of the P2P network to ensure consensus, a task which is nearly impossible
to achieve.

As we have previously discussed, to guarantee its security, blockchain relies on
the mechanism of proof of work. In short, its purpose is to ensure consensus
among the many nodes on the network, so as to prevent tampering with the
blockchain. To this purpose, the proof of work algorithm involves having all nodes
solve a cryptographic puzzle, a process which many also call ‘mining’. ‘Miners’ are
therefore all those nodes that take part in this process, the first of which solves
the puzzle is granted the ‘miner reward’, an economic prize usually in the form of
bitcoins. Moved by this incentive many people have built larger and larger mining
farms, massive computer hubs entirely devolved into the mining process. ‘Miners’
are therefore all those nodes that take part in this process, the first of which
solves the puzzle is granted the ‘miner reward’, an economic prize usually in the 
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form of bitcoins. Moved by this incentive many people have built larger and
larger mining farms, massive computer hubs entirely devolved into the mining
process. 

Apart from the blatant energy concerns proof of work also comes with another
issue, that of allocating rewards to those who have better and more advanced
equipment. The higher your hash generation rate is the higher your likelihood to
identify the next unit of the blockchain and thus gain the mining reward. For
these reasons, to overcome their lack of resources and further increase their
chances of finding the next block many miners combine their efforts in what is
called ‘mining pools’, distributing the rewards across all members of the group in
case of success. The issue with this practice is therefore that it comes at a loss
of the security of the blockchain itself as it leads to a progressive centralization
of hash generation with miners becoming larger and fewer in time.
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To tackle these issues a new and more efficient consensus algorithm has been
developed, ‘proof of stake’. The principal idea behind proof of stake is that
having all nodes compete with each other through mining, as happened in proof
of work, is wasteful. For this reason, proof of stake relies on an election process
that randomizes across all members of the blockchain and identifies one who will
be tasked with identifying the next unit of the blockchain. In this process, nodes
take the name of validators (instead of miners), and their action is to mint (rather
than mine) new blocks.  Becoming a validator, however, is not immediate as
nodes must first deposit a certain amount of coins into the network as a stake.
This deposit acts as a guarantee warrant on the node’s behalf and influences his
likelihood of being chosen to form the next block. 
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Furthermore, there is a positive linear correlation between the sum that has been
deposited and the chances of being selected: the more money you put in as a
stake the more likely you are to be chosen. This allocation process may seem to
have the same issues of proof of work, in the sense that it benefits richer miners,
however, unlike the former case, the linear relation between stake and chance
actually eliminates the main form of advantage the wealthy had in proof of work:
economies of scale. 

When a node is chosen to create the next block, it is therefore tasked with
verifying that all its contents are valid. If this is the case, the unit is signed off
and added to the blockchain and the validator is rewarded with the fees
associated with the transactions contained in the block. However, if validators
mint units containing fraudulent transactions, they are punished by losing part of
their stake, and as long as what they lose is higher than what they would gain,
the economic incentive to misconduct is eliminated. Finally, in the case in which a
node was to choose to no longer be a validator, his stake will be released back to
him after a certain period of time.

Proof of stake seems to be therefore the future of blockchain as it presents many
benefits to proof of work. It eliminates the issue of pooling, which came at risk for
fraudulent transaction approvals, it increases security by promoting
decentralization, and lastly, it does not require high capital expenditure to set up
a node, as no expensive mining equipment is necessary for the process. As a
result, proof of stake algorithms are significantly less energy-draining and
polluting and are sure to play a key role in cutting blockchain emissions.
Despite Bitcoin still relying on proof of work as its main functioning mechanism,
proof of stake has gained much popularity in recent years, with examples of
cryptocurrencies that rely on this algorithm being Peercoin, Lisk, and NXT.
Further developments however seem in the making as Ethereum has recently
reported working on the implementation of its own proof of stake mechanism
called ‘Casper’ as well as has the Cardano project which has long been working
on its own secure proof of stake network, ‘Ouroboros’.

The Unsustainable Energy Demand Of
Blockchain
Despite the high potential of blockchain, there are some doubts about the
scalability of this technology caused by its high energetic demand, which
represents a huge threat to the environment.

Blockchain & Sustainability Report
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Measuring the energy use and the carbon footprint of cryptocurrencies is
extremely difficult, due to the distributed network of miners, the type of mining
equipment used, and the different energy sources. 

According to the University of Cambridge Bitcoin Energy Consumption Index
(CBECI), the total yearly electricity consumption of the Bitcoin network oscillates
between 50.15 TWh and 138.56 TWh, with an estimate of 93.45 TWh. The
International Energy Agency shows an increase of 2300% - 3300% in energy use
for crypto mining between 2015 and 2022, going from 4 TWh to 100 - 140 TWh.
The Bitcoin Mining Council in its Q3 2022 report states that the energy consumed
by Bitcoin mining on the world’s electric grid amounts to 266 TWh. Alex de Vries,
founder of digiconomist.net, in March 2021 estimated Bitcoin’s energy
consumption by basing his analysis on the percentage of miners’ income spent on
electricity. The results showed that the whole network could utilize up to 184
TWh per year. In July 2021 Digiconomist reported the consumption of electricity
from Bitcoin and Ethereum to be respectively of 135,12 TWh and 55,01 TWh
(Varun Kohli et Al. 2022). 

The high energetic demand results in an elevated carbon footprint. Based on the
electricity consumption data gathered by the CBECI, the annual Greenhouse Gas
Emissions of the Bitcoin Network are estimated to be 47.35 MtCO2e with a
worst-case scenario of 93.55 MtCO2e if Bitcoin miners rely exclusively on coal
power and a best-case scenario of 1.96 MtCO2e with miners relying only on
hydroelectric power. Alex de Vries, assuming a carbon intensity of 490
gCO2/kWh and an electricity consumption of 184TWh, estimated a carbon
footprint of up to 90.2 Mt CO2. 

To better understand the scale of energy used and emissions caused by
cryptocurrency it is useful to compare them to the total worldwide consumption
of electricity and CO2 emissions ordered by country. The comparison relies on
the data presented by Alex De Vries and Digiconomist for Bitcoin and Ethereum
(respectively 135,12 TWh and 55,01 TWh for electricity consumption and 64.18
MtCO2, 26.13 MtCO2 for emissions). With a share of 0,57% and 0,24% of the
total electrical energy consumption, Bitcoin and Ethereum position themselves
28th and 50th respectively. The results show that Bitcoin is more energy-
demanding than Sweden and Ethereum consumes more electricity than Romania
(Varun Kohli et Al. 2022). Analyzing the greenhouse gas emission rankings, the
two cryptocurrencies together rank 41st emitting 0.24% of the world’s CO2.
Considered separately, Bitcoin ranks 50th with emissions comparable to the one
of Oman and a percentage of 0.17 of total world emissions. Ethereum with CO2
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Ethereum with CO2 emissions of 26.13 Mt is 77th emitting nearly as much CO2 as
the entire Tunisia (Varun Kohli et Al. 2022). By comparison, the annual energy
consumption of Visa transactions amounts to 197.57 TWh with CO2 emissions of
62,400 Mt. At a first glance it may result that Visa transactions may be less
efficient than cryptocurrencies. However, to make the comparison fair, it is
necessary to analyze the impact per transaction. In this case, given the much
higher number of Visa transactions compared the one of Bitcoin and Ethereum
the result is the opposite, with Visa having an electricity consumption of 0.0015
kWh compared to 1777.11 kWh of Bitcoin and 125.36 kWh of Ethereum. Visa’s CO2
emissions per transaction are lower as well compared to the two
cryptocurrencies: 0.00045 KgCO2 against 844.13 KgCO2 of Bitcoin and 59.55
KgCO2 of Ethereum (Varun Kohli et Al., 2022). 

Four main causes could be identified to explain the high energy demand for
cryptocurrencies and blockchain technology. The consensus mechanism is based
on Proof of Work, the redundancy in traffic and operations, the mining devices,
and the type of energy sources used (Varun Kohli et Al., 2022).

INEFFICIENCY IN THE PROOF OF WORK SYSTEM 
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The PoW consensus mechanism is without a doubt one of the major causes of the
low energy efficiency of blockchain technology. As presented in the first part,
blocks in the Bitcoin blockchain can be added at a predetermined interval of
around every 10 minutes. However, due to the increasing capacity of miners, to
maintain this interval constant the system is designed to constantly increase the
mining difficulty. (Ellen Meijer). Since there is no possibility of improving the
speed of the solution-searching process, the only way that miners have to
increase their chances of reward is by using devices with more computational
power, increasing drastically the energy demand for mining. To provide a
concrete scale of the energy demand of the PoW system, in 2017 it has been
estimated that, with a volume of 100 million transactions per week, mining
activities could consume up to 17.96 Gigawatt of energy (Sailendra Prasanna
Mishra et Al., 2017). 

REDUNDANCY IN TRAFFIC AND OPERATIONS 
The redundancy problem is more evident in non-PoW blockchains and it is
caused by the necessity to store the complete chain in every node of the network
(Dayu Jia et Al). Therefore, the number of nodes and the workload in each node
have a negative impact on the efficiency of the blockchain. 

https://pre-sustainability.com/author/meijer/
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=2213793
https://ieeexplore.ieee.org/author/37088427743
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Ying-Hao Zhang; Xiao Fan Liu showed a positive correlation between the scale of
the Bitcoin network and the number of peer neighbours for each node. The
results proved that around 98% of the entire Bitcoin network traffic is redundant
highlighting an evident inefficiency (Varun Kohli et Al., 2022).
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MINING DEVICES 
When calculating the energy consumption of the Bitcoin network, one of the
major sources of uncertainty is linked to the type of hardware. Throughout the
years there has been an evolution in the devices used by miners. The first type of
devices were CPUs in regular PCs with a computing power of about 0.01 Giga-
Hashes-per second (GH/s) and energy consumption of 9000 joules per giga-hash
(J/GH). In 2010, miners switched to GPUs, more powerful (0.2–2 GH/s) and
efficient (1,500–400 J/GH) than CPUs. In 2011 there was a shift toward field-
programmable gate arrays (FPGA) with a computing power of 0.1–25 GH/s and an
efficiency of 100–45 J/GH. In 2013 miners started using much more powerful and
efficient devices, the so-called ASIC (application-specific integrated circuit) that
could reach 44,000 GH/s while using less than 0.05 J/GH (Christian Stoll et Al.
2019). From these results, it emerges that miners are still using inefficient
devices. While if they used only ASIC machines, as it is done in the KnCMiner
Facility in Sweden the energy used for mining worldwide would be as low as 1.46
TWh, more than 100 times lower than the current estimation provided by
Digiconomist of 184 TWh (Varun Kohli et Al., 2022). Another area of concern
regarding mining devices is the electronic waste that they generate due to their
quick obsolescence, being replaced roughly every 1.5 years (de Vries 2019). 

SOURCES OF ENERGY
The estimation of CO2 emissions and the climate damage associated with
cryptocurrencies are linked to the share of renewable energy use in the mining
process. However, the widely distributed network of miners makes estimating the
percentage of renewable energy use particularly challenging. 

The Bitcoin Mining Council in its Q3 2022 report estimates that 59.4% of Bitcoin
energy consumption comes from sustainable sources. Other studies suggest that
the percentage of renewable energy used by the PoW mechanism oscillates
between 25.1% to 73%. The reality is that no primary data sources exist and the
differences between the numbers are explained by the methods to locate miners,
estimations on electricity sources, and efficiency of the mining rig and cooling  

https://ieeexplore.ieee.org/author/37088427743
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eneeds. ( Benjamin A. Jones et Al., 2022). Moreover, even if the total energy
consumption of the cryptocurrency network came from renewable energy
sources, the harm to the environment would not change since this energy could
not be used for other activities such as powering homes or factories. 

Therefore, using green energy sources is not the best solution to reduce the
environmental impact of cryptocurrencies, but the priority must be looking for
methods that minimize the total energy consumption of the cryptocurrency
network. 

As the previous chapter has shown many steps must be taken to transform this
powerful innovation into an easy and accessible tool with a limited carbon footprint.
Blockchain technology is mostly connected with banking and payment systems, but
many people do not realize that it has broader uses which could potentially disrupt
our lives from a sustainable perspective as well.

In this third chapter, we will focus our attention on some of the most relevant
concrete applications of Blockchain from an ESG point of view which probably will
leave you flabbergasted. They will be helpful in the future in achieving the 17
Sustainable Development Goals established by the United Nations in 2015 and
respecting international treaties concerned with sustainability such as the Paris
Agreement (2015) or the Kyoto Protocol (2005).

Blockchain & Sustainability Report

Possible Implementations Of  Blockchain
Technologies

SUPPLY CHAIN MANAGEMENT
The supply chains of many of the products that we are used to employing every
day are sometimes extremely long and characterized by many steps. Today’s
supply chain is no longer a linear, sequential chain, but a multi-layer ecosystem
involving different regions, geographies, and industries. Thus, it becomes quite
easy for an enterprise to mislead its customer base by promoting its goods or
services as sustainable and respectful towards the planet since consumers
cannot verify the truthfulness of what the firm is telling them. Availability of
information and transparency almost disappear when it comes to consumer
products leading us to less aware decisions. How can society overcome this huge
risk of greenwashing in a fast and secure way? Easy, thanks to blockchain!

https://www.nature.com/articles/s41598-022-18686-8#auth-Benjamin_A_-Jones
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Verify: here we want to discover how the good is produced or the service
offered. We seek evidence of sustainability and ethical production and, once
we have found it, we can let our blockchain start. 

Trace: as we have said before a supply chain could be notably complex,
therefore it is essential to trace the product from the beginning and have the
possibility to put together its long journey from the manufacturing facilities to
the customers.

Share: finally, we must present the sustainable traits of the supply chain to
the potential customers so that their consumption decisions are more aligned
with their values

This technology could be extensively used and solve the information problem
thanks to a process made up of 3 big steps:

By doing so we can ensure transparent, traceable, and temper-proof transactions
able to enhance security, improve speed and responsiveness and limit illegal
practices and counterfeit products. Blockchain can give us quick answers to
common questions that every consumer poses when it comes to buying
something regarding how the products are made, what materials and chemicals
were used, how the firm dumped its garbage or how fairly the employees were
treated. 

As you can imagine, supply chain management can be supported by blockchain in
most of the existing industries but to give you an emblematic example we can
think about the food sector.

Our story comes from Chile, the home country of Naturipe. This farmers’ co-op
and fruit distributor implemented the SAP Cloud Platform Blockchain service to
track blueberries from the point of harvesting to the customers’ dining room. A
system of QR codes enables the final buyer to easily find out where the berries
were grown and how they reached the supermarket. The SAP’s system allows
Naturipe to share its sustainable practices as well and to solve its timeliness
issues linked to the reduced spoiling times of its products.

Blockchain & Sustainability Report

RECYCLING
Another field where blockchain is going to be implemented to support virtuous
practices which could boost a green transition is waste management. If you think 
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about how recycling is arranged in most of the country nowadays, you will
probably conclude that one of the many reasons of these programs’ failures is
the lack of incentives to participate. Conducting sustainable waste disposal is a
good habit, but it requests a great effort, and it is time-consuming. In addition to
that, not all people are equally interested in protecting the planet, thus recycling
activities are not carried out properly. As you probably could predict, blockchain
could be a viable solution able to boost waste management by linking depositing
recyclables to financial rewards in the form of tokens, prizes, or discounts. This
system would also allow evaluation of the impact of each participant in a secure
and immutable way. 

Nestlè has set the tone in the field showing its commitment to sustainability with
the promotion of a project to track Dolce Gusto coffee capsules with blockchain
technology. In brief, consumers can obtain discounts by simply taking the
capsules to a Nestlè recycling point and completing a short procedure on a
specific app. 

Blockchain & Sustainability Report

Unfortunately, charity is sometimes associated with corruption, fraud, and
inefficiency. The fear of being cheated pushes many people moved by the desire
to give to charity some of their financial resources not to do it. 

Blockchain technology could be a meaningful instrument to monitor where money
goes and how it is spent. Tracking donations with extreme transparency enhance
trust among donors and reduces asymmetries. Besides trust, another aspect that
could be improved is efficiency. Indeed, by using blockchain, the foundations
involved will be able to accept payments from every area of the world without
incurring inconvenient exchange fees and commissions.

The power of this technology could also be exploited with the usage of smart
contracts which could free the received donations automatically in response to
meeting specific targets.

Lastly, we have to mention the remarkable effects that blockchain will have on
efficiency due to its characteristic of being a decentralized network. The absence
of middlemen will enable donors to reach countries that lack a banking
infrastructure and probably need financial resources more than others. 

NON-PROFITS
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A well-known platform active in facilitating bitcoin and cryptocurrencies
donations is the American The Giving Block. Charities, schools, nonprofits, faith-
based organizations and more can easily receive crypto payments and become
part of a network of crypto media partners to sustain their missions.

Blockchain & Sustainability Report

As with charity, the field of environmental treaties could enhance its credibility
thanks to blockchain. The latter will avoid manipulations and long administrative
procedures connected with the check of what enterprises or governments
signatories of the treaty have done to respect their obligations.

To give you an example we can think about the global carbon credit scheme.
Carbon credits are instruments which corporations exploit to compensate for the
harmful emissions that they fail to entirely nullify. By adopting a sustainable
strategy, they can buy these credits and finance green projects so that they can
be carbon neutral. Around 979 million are spent annually on administrating this
system alone to avoid bribes or illegal transactions. Blockchain has the power to
eliminate this huge expense and possibly allocate this billion to environmental
projects.

ENVIRONMENTAL TREATIES

The last sustainable application of blockchain on which we would like to focus in
our report is the possibility to factor the carbon footprint of every product in its
price.

Indeed, today it is quite difficult to estimate with precision the environmental
impact of many items that we buy because of shortages of information or
transparency from the companies.

Consumers are not encouraged to buy green products and firms do not
encounter incentives to sell them. A blockchain-based tracking system could
make it possible to verify the real impact of each article and embed it at the point
of sale with the charge of a carbon tax. If a product with a considerable carbon
footprint is more expensive to acquire, people will go for the ones that are more
environmentally friendly while companies will restructure their supply chains to
meet the demand for such products. It is necessary to make the reader aware of
the possible tools linked to blockchain that society could exploit to actually put
 

CARBON TAX
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Smart contracts: have you ever come across the “IF” function in Excel? If
your answer is yes, we can say that you already know what a smart contract
is since it is nothing else than a digital contract stored on a blockchain which
works by following “if/when…then…” statements. The famous network of
nodes, extensively illustrated in chapter 1, executes a series of action when
predetermined conditions are verified. For instance, a smart contract could be
easily programmed to understand whether the final price of a product should
be charged a carbon tax by pre-establishing a set of parameters which the
item will be tested on. If the results show that the product is not
environmentally friendly the carbon tax will be applied automatically without
the intervention of middle parts.

Decentralized applications or dApps: these apps or programs, instead of
running on a computer system owned by a private organization, are powered
by a core blockchain. Twitter, Uber or YouTube are all examples of traditional
applications that each of us is familiar with. Here central servers make
decisions and store the data, allowing the private company who stands
behind them to undertake censorship actions, manipulate behaviors or
damage specific users. Besides the evident lack of democracy, this setting is
also liable to a debatable level of security since, for example, the user could
lose the saved information in the system due to hacking or malfunctioning.
DApps solve these issues and ensure safety, privacy, and speed by running
on a blockchain where each user is a node and smart contracts guarantee the
operation of the program.

Cryptocurrencies: this is the main instrument that enabled blockchain to
spread rapidly and become a really disruptive technology. In a few words,
they are virtual currencies secured by cryptography and based on blockchain.
Even if they are not backed by any public authority, they are absolutely legal,
and many financial experts believe that they will be a valid substitute to fiat
currencies in the future. For our purpose, we should underline that cryptos
could be used to make donations in favor of charities and foundations, or to
reward correct practices in the field of recycling. 

NFTs: a final tool strictly connected with blockchain is represented by non-
fungible tokens (NFTs). These are digital assets typically held on the
Ethereum blockchain and created from virtual objects that depicts both
tangible and intangible items such as videos, music, graphic art, or avatars. 

into practice the described applications of this astonishing technology to our
everyday life. These tools are:

Blockchain & Sustainability Report
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The exploitation of blockchain ensures the uniqueness of the asset, the ease
of verifying ownership and transferring tokens between owners. Many people
are using NFTs with the aim to make money, but it is remarkable to
remember that they can also be employed to raise funds for charity.

Blockchain & Sustainability Report

The examples presented in this chapter are just some ideas of a very long list of
possible applications of Blockchain to the ESG transition that we must go through
as soon as possible. They highlight how the traceability, immutability,
decentralization, and simultaneity of blockchain make this technology an ideal
ally towards a more sustainable planet. Many issues must be solved, first among
everything the excessive energy consumption of some mechanisms, but at least
we have solid reasons to keep going and try to find a way out. 

In this last chapter of the report, we will propose some feasible solutions which
could be adopted to face and hopefully solve the main critical points of
blockchain’s ecosystem. We divided them in 3 groups: tax actions, regulations,
and technical measures. 

Conclusion

Tax Measures

To discourage cryptocurrency transactions based on the PoW mechanism, taxes
could be a very effective instrument. A suggestion could be applying higher tax
rates on contracts based on the PoW system compared to other types of
verification proof that are less energy-demanding. Another solution is introducing
different capital gain taxes on NFT and cryptocurrency transactions associated
with the type of consensus protocol used, applying favourable tariffs to more
sustainable verification methods. However, the solutions presented would be
possible only with a correct estimation of the energy consumption or CO2
emissions of the different verification methods, which is currently very
challenging as explained in the second part of this paper. Discouraging the use of
high energy-demanding mining devices represents another valid answer to
minimize the environmental impact of blockchain and cryptocurrencies. A way to
do so is by applying taxes on manufacturing, import, sale, and use of such
devices according to their efficiency. Introducing allowances that incentivize
miners to recycle old mining devices and upgrade to more efficient ones would
also represent a valid solution to reduce CO2 emissions from mining activities.
Alternatively, mining devices could be registered with national tax authorities and
charged an annual fee depending on their energy demand. 
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However, between the different methos presented, the last one is definitely less
effective. Introducing higher national taxes on less efficient mining devices could
cause miners to relocate to more favourable foreign jurisdictions, having the
effect of producing both carbon and tax leakages (JonTruby et al., 2022).

Technical Measures
As you should remember from Chapter 1 blockchain owes its high level of
security to the consensus mechanism. To quickly recap, it is the defined
approach to validate each transaction and prevent malicious activities. The scale
of damage caused by operations made through blockchains all depends upon the
design of this mechanism which can lead the technology to be extremely in need
of energy or not. The 2 main consensus mechanisms existing today are the “proof
of work” and the “proof of stake” algorithms. 

The current problems related to the pollution caused by blockchain derive from
the PoW mechanism since it requests all the participants (miners) to compete
among each other in order to solve complex mathematical calculations and obtain
their financial reward. Moreover, the mining activity is carried out in countries
where energy is cheap and renewable sources are unused. This of course
exacerbates the problem and has led some blockchains to switch to the more
sustainable PoS consensus mechanism. Here there is no competition and the
node responsible for validating the transaction is selected depending on the
number of coins which each validator must deposit as collateral. 

In this sense, the most important and radical shift of mechanism has been done
by the second cryptocurrency most diffused all around the world which is
Ethereum. This switch is called “The Merge” and will reduce Ethereum’s energy
consumption by around 99.95%. From the beginning, Ethereum planned to
implement a PoS-based consensus mechanism but doing so without sacrificing
security and decentralization took years of focused research and development. 
Despite the chance of other cryptos moving to a PoS system, blockchain
developers are cautious to abandon a tried and tested blockchain model, such as
PoW, with its security advantages.

Concerns also derive from centralizing what is supposed to be a decentralized
network by selecting the verifying nodes. Therefore, PoW protocols remain the
most popular type of blockchain and until the situation will not change this
ground-breaking technology will be always associated with huge mining farms
only capable to pollute the planet.     
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Regulations
Within this article, we have addressed both lights and shadows of blockchain,
however, we are yet to speak of the role of regulatory bodies in the future of this
technology. As we have seen, the largest drawback of blockchain is its high
energy consumption rates, which have made it one of the leading causes of
carbon emissions in the tech industry. To this purpose, recent regulatory
responses have been taken on behalf of several countries with the aim of limiting
mining. 

In China, regulators have opted to restrain both mining operations and the ability
of other financial institutions to operate via cryptocurrencies, measures which
have had an immediate freezing effect on the demand for block mining. In May
2021 the Chinese government prohibited both payment companies and financial
institutions from delivering any type of service related to digital currency
transactions, de facto going as far as banning crypto as a form of acceptable
payment. As a result, mining emissions drastically fell in the country as mining
farms progressively shut down throughout the mainland. 

The Chinese method, though blunt, has indeed proven effective, yet has left
many asking themselves if banning cryptocurrencies altogether is the correct
approach to reduce mining emissions as China’s prohibitive approach quickly
spurred in the carbon leakage of mining out of its borders. By October 2021 other
countries with cheap energy costs, such as nearby Kazakhstan, as well as both
the USA and Canada, became the new main destinations for blockchain mining
operations as global hash generation rates returned back to early 2021 levels. In
response to the local surge in mining operations, several Canadian provinces,
such as Quebec, Manitoba, and British Columbia, have taken legislative action to
limit miners’ access to cheap energy by prohibiting the extension of local energy
grids to mining farms, increasing local energy prices to the sector and by passing
stricter local regulations on mining. In the US, states are now taking their first
moves to tackle the matter. In November 2022, New York became the first state
to ban certain types of crypto mining, yet federal action has yet to be taken at
the nationwide level.

All of the above examples share the common characteristic of solving the issue of
crypto mining emissions through a restrictive approach to policymaking, which
targets the practice of mining rather than tackling the upstream issue of energy
production. As a result, just as China’s banning of mining led to the simple
reallocation of its mining emissions out of its borders, both the American and
Canadian regulatory approaches are likely to produce the same effect, however, 
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it goes without saying that the elimination of mining altogether simply cannot be
the solution to cutting crypto emissions. We have already spoken about the role
of the shift from proof of work to proof of stake and its significant impact in
cutting blockchain’s high energy requirements. At the same time, however, the
development of new and sustainably powered mining facilities may hold the
solution to making proof of work green as well, as one of the first ever fully solar-
powered Bitcoin mining farms has opened in Whyalla, Australia, in late 2022.
Depending on its power availability the facility could produce about 100 Bitcoins
per year, while fully relying on its autonomous energy production. The plant
owners hold optimistic views for the future and believe in the scalability of the
project, if their beliefs were to be true, the plant could represent the forerunner
of a new series of mining farms and may hold the future of green blockchain
technology. 
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